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How did I get here

Always had an interest in privacy and security
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Fen’s backstory
➔ 1977 Ron Rivest & Adi Shamir
➔ 1981 NewsPeek (social media)
➔ 1983 Broadcatch
➔ 1986 WELL Peace host, EFF
➔ 1992 Cypherpunks, General Magic
➔ 1994 P3P, XRI, IDCommons
➔ 2005 CivicActions...
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What is CivicActions?

Holistic digital government services using human-centered 
design, Drupal, open data and agile/DevSecOps practices
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CivicActions
➔ 2004 CivicActions founded

◆ Berkeley founders, 100% remote work

➔ 10 years: Empowering at the Edges
◆ Amnesty International, Greenpeace, ...

➔ 2014 Transforming Government
◆ DSCA (DoD) was our first federal client
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CivicActions
Agencies served include:
➔ Defense Security Cooperation Agency (DSCA)
➔ U.S. Department of Education (DoED)
➔ U.S. Department of Health and Human Services (HHS)
➔ National Science Foundation (NSF)
➔ Federal Communications Commission (FCC)
➔ U.S. Department of Veteran Affairs (VA)
➔ San Francisco Department of the Environment (SFE)
➔ U.S. General Services Administration (GSA)
➔ Smithsonian Museum of Natural History
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What is this “Compliance”?

A condensed history of how federal compliance got here
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Federal Compliance 
Origins➔ 1995 British Standard BS 7799
➔ Code of practice for information security management

➔ 1996 HIPAA
➔ 2002 SOX (Sarbanes-Oxley)
➔ 2004 PCI DSS v1
➔ 2005 BS 7799 adopted as ISO 27000 

(latest revision in 2013)
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Federal Compliance 
Origins2002 - FISMA became law

Federal Information Security Management Act

➔ The process takes 9-18 months, $600K-$1.5m

➔ Grants a 3-year “Authority to Operate” (ATO)
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Federal Compliance 
Origins➔ 2013 - CDM : Continuous Diagnostics and 

Mitigation (“Continuous Monitoring”)
➔ 2014 - FISMA (modernization)
➔ 2015 - NIST 800-53r4 :  Guide for Applying 

the Risk Management Framework (RMF) to 
Federal Information Systems: a Security Life 
Cycle Approach
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Federal Compliance 
Origins

Drupal GovCon 2019 | The Joy of Open, Agile Government  Security Compliance  |  Fen Labalme |  @OpenPrivacy |  @CIVICACTIONS



Federal Compliance 
OriginsCDM monitoring agents are generally

designed for Windows
& proprietary software

(Microsoft or McAfee)
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OK, maybe
I’m a little biased
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Federal Compliance 
Origins
➔ AC - Access Control
➔ AU - Audit and Accountability
➔ AT - Awareness and Training
➔ CM - Configuration 

Management
➔ CP - Contingency Planning
➔ IA - Identification and 

Authentication
➔ IR - Incident Response
➔ MA - Maintenance
➔ MP - Media Protection
➔ PS - Personnel Security
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➔ PE - Physical and 
Environmental Protection

➔ PL - Planning
➔ PM - Program Management
➔ RA - Risk Assessment
➔ CA - Security Assessment and 

Authorization
➔ SC - System and 

Communications Protection
➔ SI - System and Information 

Integrity
➔ SA - System and Services 

Acquisition

18 Risk Management Framework (RMF) control families



What am I doing here?

Worlds collide: Fen becomes a CISO
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Worlds collide
➔ 2015 CivicActions needed a CISO
➔ 2016 I wrote my first SSP for a DoD 

ATO using FISMA/RMF methods
◆ 400 page word doc with screenshots for 

evidence
◆ Vowed to never do that again
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Compliance ≠ Security



Updating Risk Management

Is the government actually doing the right thing?
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Updating Risk 
Management2016 - OMB Circular No. A-130

Managing Information as a Strategic Resource

➔ Defines “ongoing authorization” as “the means for 
determining risk and risk acceptance decisions”

➔ “Employ vulnerability scanning tools and 
techniques and promote interoperability…”
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Updating Risk 
Management2017 NIST Cybersecurity Framework (CSF)

➔ Voluntary guidance

➔ Clear language (readable by CEOs)

➔ Implemented without government assistance
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Updating Risk 
Management2018 - NIST 800-137v2 (RMFv2) changes

➔ “Prepare” step added to enable more effective and 
efficient risk management processes

➔ “Privacy” added to emphasize its critical role
➔ “The Information Life Cycle” describes the stages 

through which information passes
➔ “Continuous monitoring” well defined
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Updating Risk 
ManagementRMF v2 “privacy overlay”

➔ AP - Authority and Purpose
➔ AR - Accountability, Audit and Risk Management
➔ DI - Data Quality and Integrity
➔ DM - Data Minimization and Retention
➔ IP - Individual Participation and Redress
➔ SE - Security
➔ TR - Transparency
➔ UL - Use Limitation
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Updating Risk 
ManagementCybersecurity scope is rapidly expanding

➔ Systems are virtualizing and moving to the cloud

➔ GDPR (General Data Protection Regulation) 
adopted April 2016

➔ CCPA (California Consumer Privacy Act of 2018) 
takes effect January 2020
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Endpoint security improving

System Security Plans and ATOs are still too static
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Compliance ≠ Security





Making compliance fun

Path towards joy:
Automate the creation of the System Security Plan (SSP) 
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Open Source 
Tools





Automate the System 
Security Plan (SSP) 
creation

1. Sharing of control information
2. Reusable components
3. Machine readable OpenControl 

YAML files in git
4. Automated document creation
5. Automated evidence collection and 

control verification
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A Culture of Security

It’s cool to be secure
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A Culture of Security
➔ Require use of a Password Manager
➔ Recommend use for personal accounts, too

➔ Require 2FA for Privileged Accounts
➔ Including email, password manager, banks, ...

➔ Give everyone a Yubikey
➔ Ensure 2FA accounts have redundancy

➔ Phishing expeditions can be Phun!
➔ Support the team in catching phish
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#loving-security

Optional slack 
channel with 74% 
subscription rate

A Culture of Security





Next Steps

There’s opportunity for making compliance secure
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Next Steps
➔ Publishing reusable components
➔ Evidence collection and verification
➔ Building SSPs in the CI pipeline
➔ NIST OSCAL
➔ FISMAtic
➔ GovReady-Q
➔ Public CM APIs and data formats
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More info...Some links from this talk

➔ https://civicactions.com 
➔ https://github.com/CivicActions
➔ https://github.com/opencontrol 
➔ https://github.com/usnistgov/OSCAL 
➔ https://github.com/GovReady/hyperGRC 
➔ https://github.com/uscensusbureau/fismatic
➔ https://github.com/ComplianceAsCode/drupal
➔ https://nvd.nist.gov/800-53/Rev4
➔ https://www.agilegovleaders.org 
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Thank You. 
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Fen Labalme, CISSP
fen@civicactions.com
@openprivacy


