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Drupal for Gov -

Our experience with ATF.gov

U.S. Department of Justice
Bureau of Alcohol, Tobacco, Firearms and Explosives




The Team

* Brian Wormley - Office of Science & Technology

* Scott Armstrong-Cezar - Office of Public & Government
Affairs (PGA)

* Stephen Cross - PGA

* Roberta Cooksey - PGA

* Niki Philippeaux - PGA

* Nikki Bournes - PGA

* Roya Rateshtari - PGA

* and Mayela Jackson - PGA
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(Goals

e Share failures and successes
e Share our lessons as a toolkit
e (Open a channel for communication
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Who is the ATF?

A component of the Department of Justice

Mission: protect the public, regulate lawful commerce in
firearms and explosives, and provide global support




Law Enforcement & Regulatory Agency

* Regulate the firearms and explosives industries

* Enforce federal law and go after the worst of the worst
criminal elements




Journey to Drupal
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How can we help you today? |l would like to... v

About the Bureau of Alcohol, Tobacco, Firearms and Explosives
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HTML Website

 HTML Site —
* Maintained via Dreamweaver G SURE
* Hard to Maintain
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AT S
HTML/RHybrid

* Management want to see
something

* Not easily updated
* Not fully Drupal
* Made the site worse

Cootact U Frequently Asked Questionn  Privacy Poicy  Legal Poicies & Diclsiners  SiteMap  A-Z 2

AT gov U8 Depurtent of Jostice:
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Drupal |

HTML

2012

HTML to Drupal

Incorrect use of modules
Not accessible

Lack of understanding we
design

System Limitations vs.
Developer Limitations

HYBRID
2013

DRUPAL I

2015
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Williamsville Man Sentenced for Bomb Making

Posted on 12/23/13

BUFFALO, N.Y. - U.S. Attorney William J. Hochul, Jr. announced today
that Duncan Badding, 25, of Williamsville, N.Y., was sentenced to one year
in prison, to be followed by a 2 year period of supervised release, for
unlawfully making and unlawiully possessing destructive devices.
Assistant U.S. ...

Miguel Martinez

Wanted For: Federal charges stemming from his
involvement in a conspiracy to commit violent crimes and
distribute illegal drugs.

FULL STORY

12/20/13 Bismarck Man Sentenced for Felon in Possession Charge

12/20/13 Southern California Tobacco Distributors Sentenced to Prison and
$1.6 Million Restitution for Tax Evasion Scheme

12/20/13 Multiagency Law Enforcement Search Warrant Seized 4.4
Kilograms of Heroin and $127,000

12/20/13 Wichita Falls Man Sentenced to 14 Years in Federal
in Large Scale Methamphetamine Distribution Conspiracy

ATF's Legacy of Diversity

ATF has a long legacy as a Federal law enforcement
agency. Our roots can be traced back to 1791 when the
first tax on distilled spirits was implemented by the new
Secretary to the Treasury, Alexander Hamilton.

ison for Role

PRESSROOM MORE ATF HISTORY

Bureau of Alcohol, Tobacco, Firearms and Explosives
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Drupal I

* Drupal to Drupal
* (Changed content strategy

* Refined our use of

analytics
HTML HYBRID DRUPAL |
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Submit an I
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Keep up with the latest ATF updates: [} 0 E B B
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Current Day

o vt S i B~ | o Stable WebSite

About the Bureau of Alcohol, Tobacco, Firearms and Explosives

* Enhancement Life Cycle
* [Launching Spanish
Website soon

ey | e * Preparing for Drupal 8
= ATF
/
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Find Publications, Forms, Videos

Submitan
anonymous tip

Reward Notice: Becaming an industry

Media Contacts Operatior
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Lessons from our Journey




HTML to Drupal 1.0

FAIL

® Drupal Knowledge
® Project Managers

e (Contract
HTML HYBRID DRUPAL I
2012 2013 2014 2015
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FAIL: Drupal Knowledge
® Resources ‘technically’ competent in NON-DRUPAL
® [ earning in the job

® Built site in non-Drupal way
o HTML in Body field
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FAIL: PMs without Web Experience

® [xperienced, dedicated, capable PMs
® No experience delivering websites
® | ack of organization

® No experience with CMS

HTML HYBRID DRUPAL | DRUPAL I
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FAIL: Weak Contract

® \ague deliverables
® No Drupal specifics in the contract
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CONTRACT
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BATF

Q
Drupal |l
e RECOVERY
® (Convince senior leadership that need to start from

HTML
2012
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scratch
Resulting in 2x spending
Now had Drupal experience
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From Failure to Drupal
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“Success is stumbling from failure to
failure with no loss of enthusiasm”

Winston Churchill




LESSON: Drupal Expertise
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REQUIRED for success

Must have senior Drupal architect

Hire from outside

Can grow team with mixed experience levels

PROTECTING THE PUBLIC



LESSON: Project Managers
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Ideally two - one internal and one external
MUST have website experience

Good to have CMS experience

Great to have Drupal experience

Content migration experience



| ESSON: Contract
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Write a contract specific to the project and technology
Be specific

Have Drupal and CMS experience staff assist with the
creation of the contract

Lock in skill requirements,

rates, and options f
CONTRACT



LESSON: UX Integration

e Usability (user experience) study

e Migrate clean content

e Define your audience and understand it, hire experts to
help if needed

e [ocus on engagement
o Utilizing GovDelivery (Granicus)
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Multi-language

® Make translation a requirement upfront
® Drupal 7 - hard to integrate post launch
® Do your homework

o Full vs Partial Site
o Page and word counts 0
o Staff prepared e

® FExperience - Drupal and Translation -
® |t takes longer than expected e N

® Same applies to 508
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Infrastructure

e Cloud vs onsite
e Selecting Cloud Vendor
o Fedramp
e Agency Rules
o DNS
o Managing Users (PIV)
o Software approval
e Keys to success
o Know the players
o Leverage other agencies
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Post Launch: What’s Next?

Things to consider:

Budget cuts

Staffing

New contracts (replacing professional services)
Technology updates (including CMS, php, modules)
Cybersecurity concerns

CMS version upgrades

Requirements changes

Additional languages

Documentation

26
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Summary

Learn from your failures
Put the right resources in the right place
Communicate

Share your success

27



28

BAT
——

PROTECTING THE PUBLIC
SERVING OUR NATION



